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1 IntroductionTechnical accounts of computer viruses usually focus on the microscopic details of individual viruses:their structure, their function, the type of host programs they infect, etc. The media tends to focuson the social implications of isolated scares. Such views of the virus problem are useful, but limitedin scope.One of the missions of IBM's High Integrity Computing Laboratory is to understand the virusproblem from a global perspective, and to apply that knowledge to the development of anti-virustechnology and measures. We have employed two complementary approaches: observational andtheoretical virus epidemiology [1, 2, 3, 4, 5, 6]. Observation of a large sample population for sixyears has given us a good understanding of many aspects of virus prevalence and virus trends, whileour theoretical work has bolstered this understanding by suggesting some of the mechanisms thatgovern the behavior that we have observed.In this paper, we review some of the main �ndings of our previous work. In brief, we show that,while thousands of DOS viruses exist today, less than 10% of these have actually been seen in realvirus incidents. Viruses do not tend to spread wildly. Rather, it takes months or years for a virusto become widespread, and even the most common a�ect only a small percentage of all computers.Theoretical models, based on biological epidemiology, can explain these major features of computervirus spread.Then, we demonstrate some interesting trends that have become apparent recently. We examineseveral curious features of viral prevalence over the past few years, including remarkable peaks invirus reports, the rise of boot-sector-infecting viruses to account for almost all incidents today, andthe near extinction of �le-infecting viruses. We show that anti-virus software can be remarkablye�ective within a given organization, but that it is not responsible for the major changes in viralprevalence worldwide. Instead, our study suggests that changes in the computing environment, in-cluding changes in machine types and operating systems, are the most important e�ects inuencingwhat kinds of viruses become prevalent and how their prevalence changes.Finally, we look at current trends in operating systems and networking, and attempt to predicttheir e�ect on the nature and extent of the virus problem in the coming years.2 The Status of the Virus Problem TodayOver the past decade, computer viruses have gone from an academic curiosity to a persistent,worldwide problem. Viruses can be written for, and spread on, virtually any computing platform.While there have been a few large-scale network-based incidents to date [7, 8, 9, 10] the moresigni�cant problem has been on microcomputers. Viruses are an ongoing, persistent, worldwideproblem on every popular microcomputing platform.In this section, we shall �rst review briey our methods for monitoring several aspects of computervirus prevalence in the world. Then, we shall present a number of the most interesting observations.We will attempt to explain these observations in later sections of the paper.1



2.1 Measuring Computer Virus PrevalenceWe have learned much about the extent of the PC-DOS virus problem by collecting virus incidentstatistics from a �xed, well-monitored sample population of several hundred thousand PCs for sixyears. The sample population is international, but biased towards the United States. It is believedto be typical of Fortune 500 companies, except for the fact that central incident management isused to monitor and control virus incidents.Briey, the location and date of each virus incident is recorded, along with the number of infectedPCs and diskettes and the identity of the virus. From these statistics, we obtain more than just anunderstanding of the virus problem within our sample population: we also can infer several aspectsof the virus problem worldwide. Figure 1 illustrates how this is possible. 1From the perspective of one of the organizations that comprises our sample population, the worldis full of computer viruses that are continually trying to penetrate the semi-permeable boundarythat segregates that organization from the external world. At a rate depending on the numberof computer virus infections in the world, the number of machines in the organization, and thepermeability of the boundary, a computer virus will sooner or later make its way into the orga-nization. This marks the beginning of a virus incident. Assuming that the permeability of theboundary remains constant, the number of virus incidents per unit time per machine within theset of organizations that makes up our sample population should be proportional to the number ofcomputer virus infections in the world during that time period. (In fact, our measure will lag theactual �gure somewhat, since incidents are not always discovered immediately.)2.2 Observations of Computer Virus PrevalenceAs shown in Figure 2, there are thousands of DOS viruses today. During the past several years,the rate at which they have appeared worldwide has crept upwards to its present value of 3{4 newviruses a day on average (see Fig. 3).Note that the number of new viruses is not \increasing exponentially", as is often claimed [11, 3].The rate of appearance of new viruses in the collections of anti-virus workers has been increasinggradually for several years, at roughly a linear rate. Thus the number of known viruses is growingquadratically at worst. In fact, almost nothing at all about viruses is \increasing exponentially".The problem is signi�cant, and it is growing somewhat worse, but prophets of doom in this �eldhave poor track records.While there are thousands of DOS viruses, less than 10% of them have been seen in actual virusincidents within the population that we monitor. These are the viruses that actually constitutea problem for the general population of PC users. It is very important that anti-virus softwaredetect viruses that have been observed \in the wild". The remainder are rarely seen outside of thecollections of anti-virus groups like ours. Although many of them might never spread signi�cantly,viruses that are not prevalent remain of interest to the anti-virus community. We must always beprepared for the possibility that a low-pro�le virus will start to become prevalent. This requires usto be familiar with all viruses, prevalent or not, and to incorporate a knowledge of as many of them1Further details about our methods for collecting and interpreting statistics can be found in several references[2, 4, 5, 6]. 2
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1988 1989 1990 1991 1992 1993 1994 1995Figure 3: The number of new viruses appearing worldwide per day has been increasing steadily.as possible into anti-virus software. We continue to monitor the prevalence of all viruses, regardlessof how prevalent they are at present.Out of the several hundred viruses that have ever been observed in actual incidents, a mere handfulaccount for most of the problem. Figure 4 shows the relative fraction of incidents caused by the tenmost prevalent viruses in the world in the past year. These ten account for over two thirds of allincidents. The one hundred other viruses that have been seen in incidents in the past year accountfor less than a third of the incidents. Most of these were seen in just a single incident.Curiously, the ten most prevalent viruses are all boot viruses. Boot viruses infect boot sectors ofdiskettes and hard disks. When a system is booted from an infected diskette, its hard disk becomesinfected. Typically, any non-write-protected diskette that is used in the system thereafter alsobecomes infected, spreading the virus. The dominance of boot viruses is especially striking whenone takes into account the fact that, of the thousands of known DOS viruses, only about 10% areboot sector infectors.Boot viruses have not always been dominant. Three years ago, the second and third most prevalentviruses were �le infectors, as were 4 of the top 10. The total incident rates for boot infectors and �leinfectors were roughly equal. Figure 5 provides another view of what has happened to the relativeprevalence of these two types of viruses over time. Beginning in 1992, the incident rate for bootsector infectors continued to rise, while the incident rate for �le infectors began to fall dramatically.We will attempt to explain this phenomenon in a subsequent section.It is interesting to break up our incident statistics even further into trends for individual viruses.Figure 6 shows the incident rate for selected viruses. Note that some viruses have increased inprevalence, while others have declined.Figures 2{6 raise several important questions: 4
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The birth and death rates are inuenced by a number of factors. A virus' birth rate is governedby its intrinsic properties, such as the particular way in which it infects and spreads. Just as forbiological diseases, its birth rate is also highly dependent upon social factors, such as the rate ofsoftware or diskette exchange among systems. The death rate is determined by how quickly thevirus is found and eliminated, which in turn depends on the extent to which people notice the virus,due to its behavior or through the use of anti-virus software. As we shall see, the birth and deathrates also depend critically on the nature of the world's computing environment.All of our models show the same basic characteristics of virus spread. One fundamental insight isthat there is an epidemic threshold above which a virus may spread, and below which it cannot. Ifthe birth rate of a virus is greater than its death rate, the virus has a chance to spread successfully,although it may die out before it spreads much. If the virus does manage to get a foothold, it willstart to rise slowly in prevalence. The rate at which it does so is governed by a number of factors,such as intrinsic characteristics of the virus and the overall rate at which software is exchanged.A second fundamental insight that has emerged from our research is that the growth rate can bemuch slower than the exponential rate that was predicted by one theory [11]. Our theory showsthat, when software sharing is localized, the global rate of spread can be very slow, even roughlylinear [1, 2]. At some point, the virus levels o� in prevalence, reaching an equilibrium betweenspreading and being eliminated. Figure 7 illustrates the typical behavior of a system above theepidemic threshold.
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100–node simulationFigure 8: Below the epidemic threshold, very small outbreaks can occur, but extinction of the infection is inevitable. In this simulation,the birth rate was 10% less than the death rate. Note that the vertical and horizontal scales are much di�erent than those of Fig. 7.4 Virus Case StudiesIn this section, we illustrate the interaction between viruses and their environment by narrowing ourfocus to the behavior of selected, individual viruses. We relate changes and shifts in virus prevalenceto theoretical �ndings and to our knowledge of relevant shifts in the computing environment.4.1 Michelangelo MadnessThe Michelangelo virus was �rst found in early 1991 in New Zealand. It is a typical infector ofdiskette boot records and the master boot record of hard disks, with one exception. If an infectedsystem is booted on March 6 of any year, the Michelangelo virus will overwrite parts of the hard diskwith random data. This renders the hard disk of the system, and all of its information, inaccessible.The virus is named Michelangelo not because of any messages in the virus itself, but because one ofthe �rst people to analyze it noticed that March 6 is the birthday of the famous artist. The namestuck.Finding a new virus is not unusual in itself; several dozen new viruses are found each week. Michelan-gelo was unusual in that it was found in an actual incident, rather than as one of the thousandsof viruses gathered by anti-virus workers but as yet unseen in an incident. It was also unusualbecause it could cause such substantial damage to the information on peoples' PCs, and becausethat damage would all happen on a single day.In the weeks that preceded March 6, 1992, something even more unusual happened. In a fascinatinginterplay between the media and some parts of the anti-virus industry, the Michelangelo virusbecame a major news event. News stories warning about Michelangelo's destructive potentialwere broadcast on major television networks. Articles about it appeared prominently in majornewspapers. 8



As March 6 drew nearer, the stories grew ever more hysterical. The predictions of the number ofsystems that would be wiped out grew to hundreds of thousands, then millions [12, 13].When the fateful date came, the predictions of doom turned out to have been a bit inated. TheMichelangelo virus was found on some systems, and probably did destroy data on a few of them.But the worldwide disaster did not occur. Indeed, it was di�cult to �nd any veri�ed incident ofdestruction of data by Michelangelo in most places [14].This should not have come as a surprise. Our own research at the time showed that the Michelangelovirus was not very prevalent, and certainly not one of the most common viruses. We estimatedthat about the same number of systems would have their hard disks crash due to random hardwarefailures on March 6 as would have their data destroyed by the Michelangelo virus. It is importantto keep the risks in perspective.Michelangelo Madness, as we came to call it, did have a dramatic e�ect, though not the anticipatedone. Concerned about the predictions of widespread damage, people bought and installed anti-virussoftware in droves. In some locations, lines of people waiting to buy anti-virus software stretchedaround the block. In other places, stores sold out of their entire supply of anti-virus software duringthe week leading up to March 6. Around the world, a very large number of people checked theirsystems for viruses in those few days.Figure 9 illustrates the e�ect of this activity. In the two weeks before March 6, 1992, reportsof virus incidents shot up to unprecedented levels. Naturally, this was not because viruses werespreading out of control during those two weeks. Rather, infections that had been latent for daysor weeks were found, simply because people were looking for them. In environments like that ofour sample population, where anti-virus software is widely installed and used, it is likely that thesesame infections would have been caught anyway in subsequent weeks. But, since so many peoplechecked their systems prior to March 6, the infections were discovered then rather than later.People did �nd the Michelangelo virus, but they found far more viruses of other kinds. The Stonedvirus, for instance, the most prevalent virus at the time, was found about three timesmore frequentlythan was the Michelangelo virus.In the �rst few months after Michelangelo Madness, fewer virus incidents were reported than in thefew month before it. This is easy to understand. First, virus incidents were caught earlier than theymight have been because everyone was looking. Viruses found in the beginning of March mighthave been found in the beginning in April instead. So one would expect fewer virus incidents to bereported shortly after March 6 that year. Second, viruses were probably found and eliminated evenin systems that might not have found them for a very long time. In just a few days, the worldwidepopulation of viruses was decreased. We would expect that the virus population, and hence virusincident reports, would increase again in subsequent months.Virus incidents did increase after that, but in a way that is rather complicated. We will examinethis in more detail in a subsequent section.Despite the bene�cial e�ects of eliminating some viruses temporarily, the hysteria caused by thisevent was clearly out of proportion to the risk. Individuals and businesses spent vast sums of moneyand time warding o� a threat that was much smaller than they were led to believe. We hope thatthose involved learned from the experience | that our friends in the anti-virus industry will bemore careful in saying that they understand viral prevalence when they do not, and that the media9
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Figure 9: Michelangelo Madness resulted in many people �nding viruses of all kinds.will examine predictions of impending doom with a somewhat more critical eye.4.2 The Missing BrainThe Brain virus was �rst observed in October, 1987, making it one of the �rst DOS viruses seen inthe world [15]. It infects diskette boot sectors, and becomes active in a system when that systemis booted from an infected diskette. Unlike most boot viruses today, Brain does not infect bootsectors of hard disks.In the early days of PCs, most PCs were booted from diskettes and did not have hard disks. Thisprovided a perfect medium for Brain to spread. Diskettes used in an infected system became infectedthemselves, and could carry that infection to other systems. Brain spread around the world in justthis way.Beginning with the introduction of the IBM PC-XT in 1982, the PC industry made a transitionto systems that have hard disks. Unlike their predecessors, these systems were not booted fromdiskettes as frequently. When they were booted from diskettes, it was typically for some specialactivity, such as system maintenance. Once that activity was concluded, the system was rebootedfrom the hard disk. It became very uncommon for a system to be booted from a diskette andthen used for an extended period of time, with more diskettes being inserted into the system. Thisdenied the Brain virus the opportunity to spread in most cases. The world became a much moredi�cult place for the Brain virus to spread, and its prevalence declined.This decline in prevalence occurred before we started gathering accurate statistics about virus inci-dents, so we cannot illustrate it quantitatively. Anecdotal evidence and our own informal statisticsfrom the late 1980's, however, suggest that the Brain virus was substantially more common than10



it is today. While the Brain virus is still seen on rare occasions, it does not spread well today.We sighted the Brain virus several times from mid-1988 until mid-1990, but since 1990 it has onlyappeared in our sample population once, in early 1992.4.3 Not Stoned Again
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4.4 Jerusalem's Rise and Fall
0.0

0.1

0.2

0.3

0.4

0.5

Q1  3  Q1  3  Q1  3  Q1  3  Q1  3  Q1  3

Incidents per 1000 PCs per Quarter

Jerusalem
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substantially reduces the size of incidents within an organization [4, 5, 2, 6] Unfortunately, a closerlook at our own data show that, while anti-virus software and policies can make a real di�erencewithin organizations, anti-virus software does not seem to have made as much of a di�erence to theworld in general. All of the common viruses have been known for quite some time. All of themare detected, even by older anti-virus programs. If anti-virus software was responsible, we wouldhave expected to see a decline in all viruses. The use of anti-virus software does not account forthe di�erence in prevalence between boot infectors and �le infectors.To �nd the solution to this mystery, we look once again at changes in the computing environment,rather than events associated with the anti-virus industry. The biggest change in the PC computingenvironment over the past several years has been the change from the use of native DOS to theuse of Windows 3.0 and 3.1. Windows 3.0 was released in 1990, and started to become a popularenhancement to the DOS operating system. Windows 3.1, released in 1992, accelerated this trend.Today, a large number of PCs run Windows 3.1.How does Windows a�ect the spread of viruses? Experiments carried out at IBM's High IntegrityComputing Laboratory demonstrated that Windows is a fragile environment in the presence oftypical �le viruses. In many cases, if a �le virus is resident in the memory of a DOS system,Windows cannot even start. On the other hand, Windows behaves very di�erently on a system thatis infected with a typical boot virus. For many boot viruses, an infected DOS system can not onlystart Windows, but can spread the virus to diskettes from within Windows.If Windows users get a �le virus, Windows will typically be inoperable. This will cause the usersto eliminate the virus one way or another, whether or not they realize that the system is infected.They might use anti-virus software. They might send their system out for repair. They mightre-install everything from backups. Whatever they do, they will eliminate the virus because theycannot get back to work until they do.If Windows users get a boot virus, however, they might not notice it at all. Windows will usuallystart and function as expected. Unfortunately, the virus will typically spread to non-write-protecteddiskettes that are accessed from within Windows. In this sense, most boot viruses are not a�ectedby Windows, and spread in just the same way whether the user is running DOS or Windows. Unlessusers have good anti-virus software, they will not usually have any reason to suspect a problem,and hence no reason to get rid of the virus.This environmental analysis led us to predict, in 1994, that boot viruses would continue to increasein prevalence, oblivious to the use of Windows. Similarly, we predicted that �le infectors wouldcontinue to decrease in prevalence. Furthermore, we predicted that boot viruses that were not thenvery prevalent would become more prevalent, while few �le viruses would [16].This is exactly what has happened. Figure 5 illustrates the dramatic rise of boot virus incidentsover the past several years, and the corresponding dramatic decrease in �le virus incidents.Several boot viruses that do spread from within Windows, including AntiEXE and AntiCMOS,were low in prevalence in 1994 but are now substantially more prevalent. As shown in Figure 6,they are approaching the prevalence of more common boot viruses like Form. Once they increaseto this level of prevalence, we would expect them to reach equilibrium and not increase further inprevalence. 14



6 Predicting the FutureWe have come to the surprising conclusion that the world's computing environment has been theprimary factor in determining the change in prevalence of computer viruses. It is reasonable toassume that this will continue to be the case for some time.If this is so, we can get some insight into future problems by examining current trends and theexpected changes in the computing environment over the next several years. Some of these changeswill tend to decrease viral prevalence, while others will tend to increase it.If there were no changes in the world's computing environment, we might expect to see currenttrends continue. File viruses would continue to remain very low in prevalence. Boot viruses thathave already reached equilibrium, such as the Form virus, would remain at about the same levelof prevalence that they have today. Other boot viruses would be expected to start becoming moreprevalent, perhaps rising in prevalence until they too reached equilibrium. Since there are severalhundred boot viruses, having all of them rise in prevalence to the level that Form has reached wouldresult in a huge rise in virus incidents worldwide.There are, however, some environmental changes that we might expect over the next few years:32-bit operating systems and networking. These changes could have a signi�cant e�ect on the virusproblem.6.1 32-Bit Operating SystemsOne of the signi�cant environmental changes will be the transition from DOS to 32-bit operatingsystems for PCs, such as OS/2 and Windows 95. In the next few years, we expect that more andmore systems will run 32-bit operating systems in order to better use the increasing power of newerPCs.IBM's OS/2 is a 32-bit operating system that lets users run DOS, Windows and OS/2 programssimultaneously. The e�ects of computer viruses on OS/2 systems is described elsewhere [17]. Bootviruses do not generally spread from within OS/2 itself, though they can spread from systems thathave DOS as well as OS/2 installed in separate partitions.File viruses can often spread to other �les when infected programs are run in Virtual DOS Machines(VDM) within OS/2. However, they remain active in the system only as long as the infected VDMis active, which is often only as long as the infected program is running. Some �le viruses are likelyto not spread in VDMs, simply because of di�erences between VDMs and DOS. This decreases therate at which �le viruses spread in collections of OS/2 systems [17]. In environments in which OS/2predominates over DOS, we would expect this to lead to a decline in prevalence of all current DOSviruses.Microsoft'sWindows 95 is a 32-bit operating systems that supports DOS,Windows 3.1 and Windows95 programs. Recent experiments with a pre-release version of Windows 95 suggest that DOS bootviruses will not in general spread well from Windows 95 systems [18]. File viruses were not testedin these experiments.Preliminary experiments carried out at the High Integrity Computing Laboratory with a pre-releaseversion of Windows 95 suggest that some DOS �le viruses will spread as usual, some might not,15



and some might cause system problems. In environments in which Windows 95 predominates overDOS, we would also expect this to lead to a decline in prevalence of all current DOS viruses.Not all of the news is good, however. Viruses can be written for 32-bit operating systems, and the�rst few such crude viruses have already appeared [17]. These operating systems o�er new facilitiesthat viruses can use to both hide and spread. The transition to these newer operating systems willchange the virus problem, perhaps signi�cantly, but it will not eliminate it.6.2 NetworkingAs more and more systems are connected to local and wide area networks, networks may become amore common medium for viral spread.Of particular interest is the inclusion of networking capabilities in newer 32-bit operating systems.If people typically con�gure their systems to take advantage of these capabilities, and if that leadsto more program sharing on local area networks, it could also increase viral spread in these environ-ments. Currently, these capabilities are used primarily for workgroup computing rather than widearea networking, so the increased spread will result primarily in larger incidents, a�ecting an entireworkgroup instead of a single PC, rather than a large increase in worldwide prevalence.The �nal trend that bears watching is the rise of the Internet and global computing. This has theability to increase the virus problem substantially over time.There have been incidents of DOS viruses being transmitted on the Internet. Sometimes, they areposted to Internet newsgroups, which function much like bulletin board systems for anyone on theInternet. When the infected programs are downloaded and run, they can infect your PC just likeany other infected program. So far, vigilance and rapid action have spread the word about infectedprograms in newsgroups quickly, and eliminated the problems as they have occurred.The Internet can be used to support wide-area �le servers. These are much like �le servers on aLAN, but they can be accessed globally. A virus can spread to �les on a LAN-based �le server, andfrom there to the other client systems attached to the server. Similar, systems that run programsfrom wide-area �le servers can become infected if the programs on the server are susceptible toinfection.While boot viruses could be transmitted on the Internet as diskette images, which would be down-loaded and installed onto diskettes, this seems unlikely to become a common means of transportinginformation. As more information is exchanged over the Internet instead of on diskettes, and the useof diskettes decreases, we would expect a decrease in the prevalence of DOS boot viruses. We wouldexpect that the increased use of the Internet to interchange and access programs would promote anincrease in the prevalence of DOS �le viruses.There have been a few incidents of viruses and worms that are speci�cally designed to use world-wide networks to spread [7, 8, 9, 10]. These provide dramatic examples of how quickly and howwidely viruses can spread on such networks. Fortunately, while these incidents have been rapid andlarge, they did not usually recur. After a matter of hours or days, when the virus was eliminatedfrom the network and increased defenses put into place, the virus did not continue to spread. UnlikeDOS viruses, which have continued to spread around the world for years, Internet viruses have (sofar!) been episodic | they come, and then they go. But this need not always be the case.16



7 ConclusionThe problem of DOS viruses continues to get slowly worse around the world. There are many moreviruses than there were a few years ago, and they are appearing at a slightly higher rate. Virusincidents have also increased slightly, but we have to analyze the changes in prevalence of eachindividual virus in order to understand this trend.Fortunately, we have made signi�cant progress in this regard. We have achieved a good basicunderstanding of the spread of computer viruses. We know that a virus can either spread widelyor almost not at all, depending upon how fast the virus spreads and how quickly and infection canbe found and eliminated. If a virus does spread worldwide, it will rise slowly in prevalence, until itreaches an equilibrium level in the population.For DOS viruses, this rise is very slow, often taking months or years. The equilibrium level is alsoquite low. Well-prepared organizations experience about one virus incident per quarter for everyone thousand PCs they have, and this incident rate has not changed substantially for a number ofyears.Our ongoing study of actual virus incidents had also demonstrated the remarkable e�ectiveness ofgood anti-virus software coupled with central incident management in controlling the virus problemwithin an organization.This paper has focussed on the causes of the major changes in viral prevalence worldwide. Weconclude, perhaps surprisingly, that the use of anti-virus software does not play a major role inthese changes. Rather, they are determined by the way in which speci�c viruses, and classes ofviruses, interact with the world's computing environment.We examine the history of several speci�c viruses to understand this interaction between a virus andits changing environment. The Michelangelo virus was never very prevalent, but media attentionto it resulted in increased reports of viruses of all kinds, followed by a temporary decrease inreports. The Brain virus, which spread primarily among systems without hard disks, e�ectivelydied out as systems with hard disks became the norm. Virtually all �le viruses, including theonce-prevalent Jerusalem virus, have decreased dramatically in prevalence because of the increasedusage of Windows, and because Windows is fragile in the presence of �le viruses. The Form virus,along with other boot viruses, have increased substantially in prevalence, to the point where bootviruses account for around 90% of all virus incidents today. Their spread is not unusual. It is theexpected behavior of viruses in a population. They have not died o� as have �le viruses becausetheir spread is not limited by Windows.If the computing environment did not change, we would expect that �le viruses would remain verylow in prevalence, while other boot viruses would increase substantially. If dozens of boot virusesbecame as prevalent as the Form virus is today, the total number of virus incidents would increasesubstantially.By examining trends in the computing environment, however, we can analyze how these mighta�ect computer virus prevalence in the next few years.Increased use of 32-bit operating systems, such as OS/2 and Windows, is likely to cause a decreasein the prevalence of all current DOS viruses. This is not because they were designed to resist viruses.Quite the contrary, viruses can be written for and spread by these operating systems. Rather, the17
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